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Principles of risk management



The principle of avoiding incidents

Barriers work

The hazard the risk of an
that _we are incident is
trying to

reduced
control
ACCIDENT
THE RISK BARRIERS or CONTROLS PUT IN PLACE or INCIDENT
The hazard
that we are
trying to
control




Layered approach to risk assessment

Major Mining Hazards

Routine and Non-
Routine Task Planning

On the job Assessment
(Point of Work)
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Major Hazards — The MRS Approach



What is Major Hazard Assessment About?

Avoiding fatal/ Avoiding the Avoiding the About
other injuries loss of deployment of protecting the
to employees expensive the Rescue families from

assets Services tragedies




Highest level —Major Mining Hazard

: .. Examples

Major Mining Hazards Underground

* Fire

* Explosion

« Ground Control (Fall of Ground)

* Inrush
Definition: An incident or accident that has Surface
the potential for a multiple casualty, multiple « Shafts
fatality outcome or something that would « Surface structures
significantly impact the reputation of the - Tips and lagoons (land slide)
business or country

Mainly design and

Responsibilities

 The operator has the responsibility to
consider the issues that may impact the
people, the site or the business

« The manager has the responsibility for
ensuring that the systems and process Need to consider how they
are in place and the people are
competent to operate these systems

 The regulator has the responsibility for
assisting the organisation and enforcing

the legislative requirements 2 ﬁméﬁé“u%
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engineering considerations

transition to the workplace




MRS approach to major hazard assessment

Step 1 — Conduct a high Objective

level bow tie » To provide a quick impact — see this as the most
important step in creating the urgency
_ (consciously incompetent)
Step 2 Devel_op_the key — « Assist on challenging and changing the thinking
performance indicators of the leadership (senior and middle management
. levels)
Step 3 — Work with » Developing the questioning and intervention at

management to embed the leadership level

Objective
* Review the procedure and controls to ensure that

Step 4 — Review and pmduce the outcomes from the bow tie assessment is

the control documents captured
- « Define the roles and responsibility for the key
Step 5 — Introduce the controls
controls through education  To provide the training to defined standards

« Develop the leadership/management and
workforce competence

—

Step 6 — Review and refine

Objective
the KPIS » To refine the controls using observation and
— inputs from managers and workforce
Step 7 — Audit the system « To audit and review the effectiveness of the
SyStem ETRAINING
— 8 & RESCUE
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Steps 1 -3 - Create the sense of urgency

Part 1- Includes Steps 1 -3
» Developing the position of consciously incompetent (know what we don’t know)

+ Developing the imperative for change

* A bowtie assessment of the risk (80/20 principle)

* The generation of major hazard (and if appropriate fatal hazard indicators)
* The role out and support in to the organisation

* The generation of roles and responsibility for the gathering of information and the forming of reports

Part 1 — Establishing some of the principles

Resp Week Number

Person

Comments

Project Area

17
18
19
20
21
22
23
24
25
26
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Establish Doc Structure

Establish Critical Hazard Indicators

Integrate general performance ind.

Agree with senior management

Work with depts. toget in place

Launch event

Work with management to establish

Roles and responsibility (indicators)

Agree with senior management

Support the role out

TRAINING
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Major Hazards — Management Control

Basic Bow Tie Diagram Bow Tie
CAUSE CONTROL RISK MITIGATION AFFECT «  Use a basic bow tie for the initial analysis
- —_— s mmeemeee mene | * Use knowledge that the business has
il ==l —  EEEET already developed
S EEEEEE L EEE
=|F *-:_@_E]_Ej o] =] E '=Ll_..| | » Use control documents that are already in

place

i * Identify clearly
K S « Risk —what is it that the process
i

W

BEEEHHHHHHH amswooonwol
= e o] e L [ E—ﬁ— = © ause_—t et |r}g_t .at mignt result
=l - S =R ES R S I I 1 in the risk materialising
o = I g I o I = = == == e I N et s s v « Controls —the things that need to

= e == Byl be in place to prevent the risk from

‘E‘—E—@ 5&—’&—:'?—3—3— —_—j—{_— It\)ﬂging rgalisedth " ot
— s e — . itigations — the things that stop

[ | P I e et I I A I I S :
= _l; . = === O A the situations from developing
o O —— - I = o ey s I ey N I I O further
B S s

\ v J « Use the information to form the key

L - rformance indi r
The controls and mitigations have to be built into performance indicators

the safety management system and company TRAINING
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Major Hazards— Management Control
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Key Performance Indicators

From the bowtie the critical control barriers are
defined

From the bowtie the critical mitigation elements
are defined

Don’t pick everything to be represented in terms
of KPIs

Develop a means of presenting that to the
operational teams (and if required an up/ down
cascade)

Work with the operational teams to develop the
data/ challenge the data

To start with we like to see some aspirational
elements, things that they don’t do but want to
do — provides some goal setting and
improvements

M ? Iy
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Mines Rescue Specific Management Control

Control(s)
-
e vt of Mucpeine compeent
Poor Response -Poor RS somac tcleptone system ompster
commicaion e i batry bk e
fomaton

DuyRosterfor ortact mmbers
Poor Response S s

nsufficen people

officer provision
[

ot OISR Checkist
Insaltiintccuipment ooz
Poar Respanse signed.
[ maiined (nain Bsckupuancis
e deale) vehicle. idenited
- weektynn
Medcaly it (oam

Inadequate Operational

readiness - ncompetent il Traiing
e PPM -Equpment
inadequate Operational penend) anens
Mantenance
readiness -Unsutabie/ s ndirect-(og.
Unavalable Equipment X Haskelpanel,
compressors)

inadequate Operatianal Copyotmine [
readiness - Unfamilar plans (contact | —— TANGEIVSIS 2
withenionment mies)

SRR (sesumen)
inadequate leaership RescueOffcer
Tean Captans
i) Ve capain
Inadecuate PPE Rk assessment Company

Human behaviour

Uneaof sightto be ’
‘mainained Communicatin;

Maintaned m- Setupof sutable
communication UG comm Fag

Fire & Explosion sreating

respirable | Noxious prismiid FRPPE

Fall of Ground /
Equipment

Competencen
emergency. Fest Adraing
suppar

Trapped person(s) Competence Ak

Rescue of public from Rescueof person
! public wahimited
Mining M useun(s) oty

eld for MRS key ———
persomnel

Lstotines

Operatonalstait

stocklevels

———Authorsed ivers.

rscgenreurien
o

Rescue Roor
vistsaudts (Part
of ranings)
Bt debret

Relevantioa
standard

Provenzonig

as deector
CREPump&
Tubes.

Fistaid
ecuipment

Litingbags

T Risk ] Mitigation(s)
Vi
Catou ren [PRS— - » o
ks oot anins wsmsguns comnet vk ttourmened p—" Lot e o [ S Sackupteams ey —
RSk weypersomne lphon orones Recorts e andi manegement s
‘personnel (contract v
ke [
wotorce Appovear
Chesomnortan - pooid fo—
- B e e e vl e el Y P | scrr | e
substiutes o0l
3 . - et |
cenrreena | [P P [— a4 Competen S s Contototmeda — o
PPM program | assessment | ——— Defectieponting ———  policy - ordering. Maintenance — RA and including social |\——— e "
i o = oot onas sovesponon e
" roundset instructions
Vehicle policy Vehicle 1 ) 1 Flowch 1 Resc ewovke«‘
Travel outes. Public warning responsibilties. »
icence checks —— | D | seciicasions and) identitiedto  —— ‘equipment (Blue in H o —— A reakdown cover Rbpam— —_ —_
vewrect Pririect i oot et fierveiod o oL otz ol e ey
erimen et oy s
Conpetnce Conpamcen
s cn . ot s suoyoits Jro—
o ——| IR — [y J— " | |
et [ttt bt ook e
Otticers) Syster
Sutaeand Besign Spc (04 e Arch 3 )| P
s watcrtongen ATBCn oty compuar Agwoveds ProatDee Losatroact e
e st andatner | ——— Eaupment opmentitior | eqpmen  ——— preres nspections- et ot iy _— —
e conmamanis 04 e ot hppen e Sl Quasnance caupmntise Smsery
oy ey
Gt r— - -
ey P
Co [
I et I s - -
ey
Mine Incident Control
Weatmepn conmncan | weoscon | -
e
Controlled entry. Heatrhumidity seottine Prewearing.
Firefighting trained o explosve | ———f  Mineplan | Understandngof | oo precautio Uitelines | Emionmental | | oy pescuer i  PrOVSONO! ‘medicz _— _—
ghtng| e ‘Safe Havens. roadgs/p i Montoring st ‘Scientiic Services edeal
b " oo i
Spcalst
| [N A S - || -
‘equipment .
_— P ——— FirstAidtrained ——— _— _—
o)

12

Impact/ Affect

Impct - st co gt
reeiieng ot e

Fataity

Loss ol Assets

———Loss of Company reputaion
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Critical Hazards— A high level review

MRS - Major and Fatal Ha)‘d Standca)rgm

Machiner di\ ot Vehile/ Pedestrian | Safe use of
" N n . ‘enicie/ Pedestrian
Mines Rescue Electrical Safety @gﬂﬁuip n&lsolatwn Driving eration | mobile phones
\u :

Crossgate Liftin, Working at Working on or

.g . v Falling Objects ; Confined Spaces| Lone Working

Operations Height near water

] ]

Stop/Review Standard Achieved

13

A High Level Summary

*  Operational Managers/ Directors can get a quick summary of
how their parts of the business are performing

*  Questioning can be by exception

. Monitors;
Stop/ Review — there was an event or condition that
resulted in the process/ job or site being stopped to review
the situation and put in place revised measures
Standard Achieved — the site is indicating that the required
standards and the performance indicators have been met
Standard Not Met — the site has failed to achieve this
particular part of the performance indicator
No Information Available — the site has been unable to
supply the information for the period

Audit and Review

*  Site Managers are responsible for the provision of
information

*  The information is auditable, and can be reviewed, helps
drive the required behaviour

L LT
']Sﬂ#fz in our hands



Retaining the corporate memory
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Retaining Corporate Memory

* Once the major hazard indicators are
developed the process is documented

* Recognise that people and roles change

* A number of key elements is recorded for
each or the major hazard indicators:

Critical Controls/ Mitigations — from the
bowtie, a number of controls and mitigations are
identified

What the Indicator Shows — why was this
indicator chosen, what is it designed to record,
and what are the potential implications if the
control fails

Where the Information is Captured — a
reference that assists in maintaining the system
for capturing the information

Who is responsible — define the role that is
responsible capturing and recording theﬂmmwe

information that is required S [ A



Steps 4 and 5 — Define the Minimum Acceptable Standards

MRS considers that there are two areas for
consideration depending on the business;

Major Hazards — these would be the high risk
elements that are more traditionally associated
with underground operations

Fatal Hazards — these would be the high risk
elements that are more traditionally associated
with conventional heavy duty industry

Within steps 4 and 5, MRS would be looking to define
in detail:

15

The standards — how these fit in to the overall
safety management system

The controls and mitigations, and how these
flow through the control documents and
emergency procedures

The roles and responsibility, what people are
supposed to do at each level of the
organisation to ensure that the controls,
mitigations and emergency procedures work
effectively

Training, produce a training package and train
the trainers to make it repeatable, start to
develop the competence against the standard

TRAINING
M| R PN
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Introduction of a revised safety management system

Policy Statement

, the company statement that makes it publically clear
what the aims and objectives are for MRS in relation to SHEQ management

\ 4

, these are the collection of documents that
require MRS to do a number of things. Currently two documents of c120
- pages, this will be 14 individual documents of 2 — 3 pages each:
» Leadership and Accountability
Risk Management

Compliance Assurance
Objectives, Targets and Performance Management
Training and Competence
Communication and Consultation
+ Management of Change

Control of Contractors and Visitors
Operational Management

Control of Documents

Emergency Procedures

Incident Investigation

Monitoring Audit and Control
Environmental Process and Control
Customer Management

|
\ 4

S , these consider the risks ranging from individual to fatal risk and
andards aim to put in place key controls

y

Company

, these are the things that the Company will do to
Procedures support the delivery of the standards. Sometimes they are not risk related

ETRAINING
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Development of the fatal hazard standards

Risk , this introduces the concept of risk
Management - — -, Mmanagement, and requires to think about it a number of ways:
1 ° Individual hazard, day to day activities can be controlled through simple

\ procedures, but is better through on site assessment
1 Task hazards, these are specific to individual tasks being performed and
“ require the site to think about the risk and put control sin place ( e.g.
1

1

\

1

RAMS documents)

Fatal hazards, these are the highest level of risk identified by the

Company, and it requires that there be some controls pout in place to
manage these types of risk

| e e e

Fatal Hazards

, risk that the Company has identified as having the potential

for single or multiple casualty or fatality type incidents, which can adversely
affect the families and business reputation.

For MRS there are likely to be 10-12 standards, between 1 and two
pages maximum

|
1
|
! * Rescue from mines*

1 .

\ + Confined spaces

1 * Use of BA

1 « Charging of BA cylinders and use of oxygen
1 + Lifting equipment

1  Fall from height

! « Driving

|| * Vehicle pedestrian interaction

\ . Machi'ngry plant and equipment

1 + Electricity

1 » Etc.

TRAINING
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Steps 6 and 7 — Review and Audit

IPat - Revewand Audt

Project ea
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fiele et

PerndcAuc

Fatal Hazard Coniols
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Ferfz iz Shctures |Ilsr.n':rtrh

Review
+ The review is used in two areas:

* Major Hazard and Fatal
Hazard Indicators, ensuring
that these capture all the
information from the formation
of the standards and the
document review

* An update of the roles and
responsibilities to ensure that
these are updated to reflect
the requirement of the
standards

Audit
» Creating a repeatable audit from the
standard

* Going into the workplace and
observing the application of the
standard

* Making any recommendations for
improvements or changes

TRAINING
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The link to competence

Step 1 — Conduct a high
level bow tie

Step 2 — Develop the key
performance indicators

Step 3 — Work with
management to embed

MINES RESCUE
OPERATIONS

19
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Link to competence and control

What the Rescuer
needs to know
(Knowledge)

The Risk
Assessment

Rescue
Operative

The Policy

The Rescuer

The Operation
(the Incident)

Risk
Assessment

Knowledge
Test

Third Party
Assessment

Competences

13 Week
competence
update assessment

CPD

Equipment

Team

competence
20

Requirement

Internal
Observations

Equipment testing,
use, and
Maintenance

Competence
maintenance




The importance of creating the correct behaviour

Educate

+ Just culture
+ Safety priorities
» Operational priorities

1

Misunderstood — <«

Misaligned

Malicious

Aligned Recognition

Intolerance

Y

Consistency of the approach
In dealing with the behaviours

TRAINING
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MRS competency management

g H ¢ s z H ;: g S
HAM A ezl * Aiming to develop competency tables for
HHUMEEE 0 the various job roles
s : . * Major and Fatal Hazards
Finance Director x [ x [ x hd x [ x [ x . . .
I o A : associated with these job roles
HSEQ Manager x| x x| x x x| x{x[x[x|[x]x]|gm X
HR Manager N x| x x| x| x
T FA T EA E F AR 19 ;
Dep SiteManager | x | x | x | x x | x x' (‘ X1 x [ x x | x X X .
= 2 ape * These will form part of the competency
i x [ x [ x [% x | x
IRREENE : framework
* To be able to conduct any of the major or
: fatal hazard role/task, you would be
s | |2 required to be able to demonstrate
H § E H
e g s EENEEERE g competency
AEREEERR NEFEEERERRRIAERE
gl ¢ - A i IS S5 & | Bl o £ g 2 . . . .
?'g‘s S g adgid 1y - Ultimately aim to have thisin an
ﬁ&“ R FEEREEEEE automated records system that will
\%\\‘g EREREREEEEREE prompt:
Mines Resc::\:/:rkev . & - = : = : 2 . - : = £ - 8 : NE NA¥ NE Nf N/f Nf Nf Nf Nf Ni ¢ R efre s h e rs
Rescue Officer| NA NA NA NA NA NA | NA
S Eny pecton Engnee] [ x T S e 7 7 7 T T 7 T A T e e Audit
Surface Hazard Engineer| NA | NA NA | NA NA NA NA | NA [ NA [ NA | NA NA NA | NA | NA | NA NA | NA | NA | NA
Team Leader| NA [ NA | NA [NA| NA | NA [ NA | NA

* Peerreview

TRAINING
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Competence Management

[ Step 1 ] [ Step 2 ] [ Step 3 ] [ Step 4 ]
. Competency- Observation, Competency-
Task Analysis based Selection Tests, Exams etc based Training

\ 4

Recruit Staff

A 4 A 4 A 4

Identify/Reviews Assess »| Maintain/Enhance
Competencies | L 4 Competence Competencies
y 3 s
| Train Staff |
| x |
| I
| |
I Competency- |
| based Training |



Competence Management

[ Step 1 ]

Task Analysis
* What are the tasks that are normally carried out
— * MRS the range of work that the people are
engaged in is becoming more diverse
» Determine what the priority tasks are for the
Task Analysis — business (those with the most significant risk
placed as the highest priority) [major or fatal
hazard]
* |dentify the correct way for the task to be
completed

Identify and Review Competency

* |dentify who might be involved in the task

» What are the key controls that need to be in

— place to reduce risk

+ Construct the competencies for each role that
is/ might be involved in the task

» Define a standard to which the individual needs
to be trained an assessed

\ 4

Identify/Reviews
Competencies

TRAINING
ﬂ& RESCUE
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Competence Management

[ Step 1 ] [ Step 2 ]

Competency- The New MRS
based Selection » Seeing a higher turnover of people

I
I
Task Analysis |
| + Starting to see new people coming in to the business
I
I
I

» The skills that the individuals require is becoming

Y more diverse

» Selection is becoming a key element to ensuring our
Recruit Staff new recruits will make the progress required

\ 4

Identify/Reviews -
Competencies | 4 The old Mines Rescue Service

» Traditionally MRS has retained staff over long periods

Train Staff * This poses risk and benefits;

» People believe they are competent through

7'y experience and time, and can be reluctant to

train

» People are competent and through training an
Competency- practice have honed the skills they need

based Training + Have the ability to pass that knowledge on to people

— new to the organisation

M] < I
'] Safe i

= m=

our hands



The impact of time on training and competence

Observation, Competency-
Tests, Exams etc based Training 1T~ v e ! [~ stndan
: : i Competence
& !
& Time
&
v v &
Assess Maintain/Enhance

Competence Competencies o .

P P Striking the appropriate balance

¥ » Understand that competence reduces over time

* The business needs to define the training and
assessment regime

* It needs to have a process when its employees
don’t meet the required standard

* It has to allow the time to effectively maintain
existing competence and develop new ones that
support the safe operation and growth of the
business

Observation

Simulation

Testimony

Evidence of work
Questioning/discussion

ETRA
2 M & R
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Summary

24 months (+)> Approach

6 months 12 months 18 months
* Define what + Create the * Review the + Audit and + Define the
the issue is for urgency within safety review and competence
the business the business amendment modify as management
+ Start to putin system, and required systems
place the high define the » Knit the work
level critical hazard through the
assessments standards business
+ Workto embed + Define roles (recruitment/
and incentives etc.)
responsibility
+ Develop and
instigate
programs
Continuous Improvement
27

MRS believes that this represents a
realistic approach

MRS believes that this represents a
reasonable time line

If all elements are completed, with or
without the assistance of MRS, it would
deliver a change in thinking and approach
at all levels

Potential Issues

Risk that organisations want to ‘cherry pick’
or vary the order that things are done in

From an MRS perspective, we can do this,
however it makes the foundations more
difficult to put in place

If the engagement piece is not right, the
risk is that they become nice documents on
a book shelf

INING
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Other risks— The MRS Approach



Middle level —Task Based Assessment

Routine and Non-

Routine Task Planning

Objectives;
» To develop the expectations around the safe
way to complete a task
« Guidelines
« Job plans
« Standard operating procedures

Responsibilities

« The operator has to make sure that there are
enough people (management level) available
to administer the system

+ The manager has to make sure that the
controls relative to the operations risk are
developed, and that people carrying out the
task understand how the controls are applied

* The regulator checks the effectiveness and
understanding of the controls

Examples

Underground

« The systematic setting of support

» The safe use of conveyors

» The operation of the transport system

Surface

» The safe use of welding equipment

* Rules for operating plant and machinery

Mines Rescue

» The safe storage and transport of
pressurised cylinders

* The safe charging of oxygen

* Procedures for testing the effectiveness of
the BA

29

Mainly design and

engineering considerations

M ? A2
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MRS approach to task based risk assessment

Step 1 — Identify the
Hazards

Step 2 — Determine who
might be harmed

Step 3 — Apply the
hierarchy of controls

Step 4 — Produce the
documented risk assessment

Step 5 — Produce the Safe
System of Work
Step 6 — Review the Risk
Assessment

TR

u
30 "]S&bﬁe in our hands



Lowest level-Point of Work Assessment

On the job Assessment Simple principles;
: * ldentify what it is that can hurt me? [hazard]
(Pomt of Work) *  How might that thing hurt me? [hazard effect]
* How can | stop it? [control measures]
* What is the level of risk remaining?

Objectives;

» To allow the supervisor and operators
to have a very simple way of
reviewing how a job is to be done

« To provide a mechanism to allow
thinking time

Examples
Underground

« Unloading materials
« Lifting something
Surface

« Lifting something
Mines Rescue

* XXX

Responsibilities

 The operator to make sure that there
are adequate people trained to do
this type of assessment

* The supervisor/ person to use the
process to consider the job or any
changes and how they might impact

Mainly about the behaviour

of people in the workplace

TRAINING
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Onsite and Near Hit Reporting

TAKE FIVE

PRE JOB RISK ASSESSMENT
TAKE FIVETO ENSURE THAT YOU
ANDYOURTEAM HAVE
CONSIDERED THE “WHAT IF”

IFA JOB CAN NOT BE DONE
SAFELY -THEN DON'T DO IT!

PRINTs : TEL- 01977 604992 E: Info@printphustd co 1k

RAINING

PRACTICAL RISK ASSESSMENT 4401

Think through the job that is to be done systematically.
Think of the potential for accidents.

List all the main HAZARDS that will be encountered:

For example  irrespirable atmosphere, flling from height, stumbling and
falling, moving vehicles, electricity etc

A HAZARD is something with the potential to cause harm, something
with potential to cause an accident

Then decide on the HAZARD EFFECT for cach hazard.
eg. Electricity could be fatal,
Falling from height could result in a fracture or death,
Stumbling and falling could result in sprains, cuts or bruises,

You are judging the most kel injury should an accident be caused by that
particular hazard.

Then, again taking each hazard in turn, list the CONTROLS for each
hazard.
These are the measures that need to be in place to ensure that an
accident does not take place
eg. for electricity - Isolate power before starting

for work at height - fall arrest/restraint systems

for stumbling and falling - good housekeeping

TALK to others, LISTEN to their comments and ideas and make sure
they understand the dangers. Implement the control measures that have
been agreed and work to procedures that may be in phace.
1deally the risk assessment should be done BEFORE the work starts.

IF IN DOUBT, or require further information, ASK for advice.

NEAR MISS REPORT FORM

REPORT ALL NEAR MISSES
REGARDLESS OF HOW SMALL OR
INSIGNIFICANT THEY MAY SEEM

PRINT+ TEL 01877 $02892  E: infopririphisid oo uk

ING
E

NEAR MISS REPORTING  gR#H

NEAR MISS DEFINITION

An unplanned event that did not result in injury,
illness or damage but had potential to do so,
only a fortunate break in the chain of events
prevented injury or damage.

CONSIDERATIONS WHEN
REPORTING A NEAR MISS

* Do | need to report it immediately?

= Can | do anything to stop it happening again?
* Do | have to do anything to

make the area safe’

REPORT ALL NEAR MISSES
REGARDLESS OF THE NATURE
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Near Miss Totals Month by Month
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* All operators now have a pocket book for
carrying out on site risk assessment and
reporting near misses
* Trained in what is required
]

Targets have been set for each site for the

reporting of near misses
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